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Our expertise "
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AXXAM-CONSULTING is a cybersecurity and information technology services and
solutions company specializing in support, risk analysis, strategy and implementation of &
technical and human resources to deal with IT threats. internal and external. e
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*
o
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N
"
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Personalized support Secure solutions adapted to The integration of . Effective monitoring, from
thanks to a unique your needs innovation within your fundraising to change
journey - core business & management
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Threats Landscape (France) .
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Are you willing to take this risk ?
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58% 75% »
of SMEs have suffered at least one data of attacks are due to
breach. . human*negligence -
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Threat Landscape (Morocco) a
o—/ * "
African country most affected by cyber attacks in 2023 .

(source: Interpol Cyber ThreatAssessment Report 2023 )
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Report and presentation of activities

—

™ Audit, Pentest and GRC
; Certified experts to carry out an assessment of
. your security equipment, identify vulnerabilities
= and define your security strategy alongside
you.

Intégration Services (BUILD)

~ AL A \ ,‘g} Experts accompagny you to design your
' ‘\\Jﬁ " secure architecture and integrate your next-
generation security solutions.

»
Technical Assistance

Experts at yourjélde to support you and
strengthen your security teams*or short
or long term projects.

®

-

Mandged Services (RUN)

Experts and analystsgvailable 24/7 to
manage and guarantee the right level of
security ofyour information system

thrgugh long-term services.
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Audit, Pentest & GRC

°—/A dedlcated organization and services

Audit and assessment of
vulnerabilities in black and/or
gray box mode

Carrying out white hacking
campaigns and setting up a red
team

Carrying out phishing and
cybersecurity awareness
campaigns

Recommendations and remediation

-
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a center of expertise, national synchronization

a community of ethical hackers ready t&take on new "

challenges ‘ * .

CEH, OSCP, GMOB certified pentesters, specialists in web,
mobile, 10T, reyerse engineering applications %

-~ >
SSI governance: Assistance with ISO2700X, P€l DSS &
RGPG certifications, Assistance with PCA/PRA, resilience
plan and ISMS, CISO support, DPO,and PMO Cybersecurity
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* Intrusion testing to respond to M
— threats

[ You are putting into_production a critical (strategic,
*financial, personal data) or exposed (web or

mobile) application & v
¢ |
d You want to know the maturity of your

infrastructures and applications - Map their L

weaknessest v ’

-
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d You must ensure the confidentiality of your data

“and their level of protectiop ‘

d You would like to check your compjance with ISO .
27XXX, PCI DSS, ARJEL, RGS, etc. regulations.
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* Consulting Services

S

A dedicated organization and services:

O Operational security: assistance to analyst teams and SOC integrator
A Digital identity management: SSO and Zero trust
A Securing networks, equipment and configurations

d Cryptography and communications security

a Revievv of architectures & cyber organisation

A Incident management &response

Q Threat intelligence & vulnerability management AXXA
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Our Integration Services.

—
NETWORK SYSTEM
O LAN & Wi-Fi protection 0 System protection *
 Access protection(NAC) O Access control
 Lateral protection O Endpoint protection - «
6
SERVICES CLOUD SECURITY %
A Access protection (IAM/PAM) 4 Securing architecturgs -
d Securing messaging A Infrastructure protection -
O Securing Web services & d Deployment & Migration
applications A Cloud access protection
"
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" SOC new generation

.
£l
To effectively fight against cyber attacks,
[ 4 AXXAM-CONSULTING has chosen DarkTrace
- "
#,
IT IS A TOOL THAT DETECTS,
INVESTIGATES AND RESPONDS
AUTONOMOUSLY
@
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The SOC according to AXXAM
e

®

d AXXAM-CONSULTING offers a new generation managed

SOC combining new tools with expertise and personalized
support resp@nding to:

.

> Securing Endpoints via EDR,

> behavioral analysis of networks in real time via Al,
Automation of actions via SOAR,
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0 AXXAM-CONSULTING ensures effective 360° protection,
increased responsiveness and 24/7 remediation.

d A one-off or recurring need? AXXAM-CONSULTING offers
packages adapted and accessible to SMES/ETIs.
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Our service offerings

Boost your cyber protection
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Our service offerings according to your
—
needs
We are able to support organizations in Definition of a catalog of interventions at the start of
France and internationally. the contract Triggering on demand.
®
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On-demand, end-to-en(ﬁhtervention over a
targeted area. ¥

Rapid implementation of a pentest to de-risk a The/modalities iine pugcisC i nGEna the

critical situation or to qualify a potential planning are defined with the client.
vulnerability.
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" Our IT Expertise

Advice, Audit, Study,
Expertise, Analysis

Administration, Operation,
Supervision, Service Desk
and outsourcing

-

From the analysis of your needs, through the design

of your infrastructure, to its maintenance. .’i,! CONSULTING

Integration, migration,
deployment, production
engineering

Technical Coordination,
AMOA, MOE, MOA
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= DATA CENTI;R NG
S

SEE THE DATA CENTER IN GREEN
A high-performance and economical solution for your DATA CENTER:
O Very significant reduction in your electricity costs

U No need for complex premises with high maintenance costs

O Simplified, scalable and easy to manage architecture

O No pollution (no microparticles generated)

16

O Recykling of energy used

O Innovation at the servjge of the Data Center thanks to the immersion of
> = 7

U Rapid return on investment (one year) "{-QCONSULTINCQ,Q
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DataCenter NG~
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SEE THEgATA CENTER IN GREEN

Q

Q

Q

Not subject to Temperature delta (Internal/External)

Climate intfependent
| S

I\f need feor water for %‘Ooling

Easy and smooth installation and 'maintenance

Very significaﬁreduction in y%ur electricity co.sts (98%)

=
Requires only one power source and internet connection
®

g
Fast Return on Investment (ROI).= 1 year

. | .
Scalable architecture from an Edge to a Data Center real size
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Ecological recycling for your IT equipment

o—/

AXXAM much more than a gesture for the
planet !

Q- Awarenes$-raising approach in the company

.

U Provisionyof selective"sorting points
' &

U Collection of your equipment  »

Q Destructionf*your document;

-
U Erasure of your sensitive data (GDPR)
®

O Reconditioning of reusablé components
o

« ‘
O Waste recovery *
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ABOU_l: AXXAM -CONSULTING
—
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( 33681382969

®
) www.axxam-consulting.fr

- -

contact@axxam-consulting.fr

75008 PAR[%

Subsidiary in Moro&co:
~ KHAYAM CONSULTING
 CASABLANCA

.
g 60 rue Francois ler :
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Thank you for your
attention !
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